
Adventure Awaits...Report It!
101



AI with Caution
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Beware the Insider Threat
103



Cool and Secure
104



Counterintelligence Awareness
105



CUI - Safeguard CUI
106



Cuteness Overload
107



Cyber Lanes
108

 



Dawg Pride Defense
109

 



Distracting
110



Don’t Let it Slip Through Your Hands
111

SAFEGUARD YOUR 
CLASSIFIED MATERIAL AT 

ALL TIMES 
 
 
 
 
 
 
 
 
 
 
 
 
 

DO NOT LET IT SLIP THROUGH YOUR HANDS! 
Image Microsoft 



Eavesdropper
112

Do you know who
is listening to your
conversations?

Be mindful of those around
you in the workplace when
discussing classified
information. 



Escorting Time
113

How Long is  
Too Long to Leave  

a Visitor Alone?

Any Time at All.

SIGNED IN, ESCORTED, and SUPERVISED.
Every Visitor. Every Time. No Exceptions.



Exterminate
114



Growing Security Habits
115

It’s a 

great 

time 

to 

grow Good 

Security Habits



I’m the Problem
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Insider Threat - The Threat Isn’t Just Outside - It’s Within
117



It Came From Inside
118



Know Where to have Classified Discussions
119

A
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IZ

E
D  SCIF

 CERTIFIED 

OPEN-STORAGE AREA

 OFFICIAL CLASSIFIED 

MEETING

 SIPRNET

 LIMITED AREA’S (LA)

 VAULT TYPE ROOMS (VTR’S)

 ENTERPRISE SECURE 

NETWORK (ESN)

 SPECIAL ACCESS PROGRAM 

FACILITY (SAPF)

WHEN IN DOUBT, ASK YOUR FSO.

To learn more, consider joining



Layer It Up
120



Making Safeguarding Stick
121



MFA
122



Mischief Squirrel
123

SSeeccuurriittyy  mmaayy  sseeeemm  eexxcceessssiivvee  

  uunnttiill  iitt’’ss  nnoott  eennoouugghh..  

NNeevveerr  
uunnddeerreessttiimmaattee  tthhee  
ddeetteerrmmiinnaattiioonn  ooff  

ssoommeeoonnee  wwiitthh  
aammppllee  ttiimmee  oonn  

tthheeiirr  ssiiddee..  



Now Showing: Insider Threat
124



Protect Our Organization From Within
125



Protect What You’re Trusted With
126

Follow procedures
Prevent compromise



Reporting Requirements
127



Security Awareness
128

AVOID THE CLEARANCE RISK

SECURITY AWARENESS



Security is a Journey
129



Security Starts
130

Security Starts 
With You.

Know the threats.
Follow the process.

Stay informed.



Silly Mascot
131

SILLY MASCOT

SERIOUS SECURITY

WARNING!
NO PIGGY BACKING

DISPLAY YOUR BADGE
LOCK UP YOUR PED’S



Smart Puppy
132

BE A SMART PUPPY  
READ SEAD-3  

KNOW WHEN AND WHAT 
TO REPORT TO YOUR FSO 



Tailgators
133

WATCH OUT FOR 
TAIL-GATORS



Three Things Our Robots Do. You Should Too
134

S I M I S /  2 0 2 6  /  S E C U R I T Y  A W A R E N E S S I N T E R N A L  T R A I N I N G  A R T I F A C T

A F I E L D M A N U A L F O R T H E I N B O X

THREE THINGS

OUR ROBOTS DO.

YOU SHOULD TOO.

Every SimIS platform already embodies a security principle most people forget at their
desks. The discipline is already in the room. Apply it.

R I V E R S C O U T · S A M S

RECON BEFORE

ENGAGEMENT.

Our autonomous platforms survey, identify, and verify before advancing into uncertain
water. The same logic at your desk: hover the link, read the URL, verify the sender. Then
advance.

FIELD APPLICATION — PHISHING · LOOKALIKE DOMAINS · VENDOR FRAUD

/ /  0 1

LOMAH

REC.

H T T · R O B O T I C H U M A N - T Y P E T A R G E T S

EVERY SHOT

IS LOGGED.

HTT records every hit and miss. LOMAH data improves training, not punishment. Your
clicks, logins, and transfers are telemetry too — the SOC watches the way HTT watches.

FIELD APPLICATION — AUDIT TRAILS · INSIDER RISK · O�SERVA�ILIT�

/ /  0 �

URGENT

A D R T · D E - E S C A L A T I O N R O B O T I C T R A I N E R

DE-ESCALATE BEFORE

YOU CLICK.

ADRT trains officers to recognize manufactured urgency and respond instead of react.
Phishing exploits the same heat. Pause. Verify. Then act.

FIELD APPLICATION — URGENC���ASED SOCIAL ENGINEERING · �EC

/ /  0 3

MODEL THE FUTURE.

SECURE THE ENTERPRISE.

STARTS AT YOUR DESK.

VOSB · CMMI-ML3

SUFFOLK, VIRGINIA



Warning Indicators
135

IGNORING OBVIOUS
INDICATORS OR WARNINGS...

Contact your Counterintelligence Representative for additional
information and to report suspicious contacts and activity.

 

...CAN HAVE SERIOUS
CONSEQUENCES!

Be Aware of Your Surroundings and
Always Report Suspicious Activity!



Weakest Link
136

DDoonn’’tt  BBee  YYoouurr  
OOrrggaanniizzaattiioonnss  WWeeaakkeesstt  

LLiinnkk!!
Remember to Take Your
Annual Security Training



Who is Listening
137

DO YOU KNOW WHO
IS LISTENING TO YOUR
CONVERSATIONS?

Be mindful of those around you
in the workplace when discussing
classified information. 



Who’s IT?
138

can you
spot the
insider
threat?

it could be
anyone...

report
suspicious

activity to your
FSO 



5S the OSA
139

SECURING AN OSA? 

Questions, please contact your Program Security Representative!

Swipe & Arm

Spin

Swipe & Test Door

Sign

Spin Again
A good process produces good results. 

Nick Saban

5S IT! 



Annual Training is Not a Race
140
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Atlanta to LA
141



Be Smart With Annual Training
142

O
P

S
EC

C
U

I

PII

Counterintelligence 

Antiterrorism 

Cyber security 



Bite My Peach
143

 



Cyber Ops Center
144



Data Breachy
145



Data Loss
146



Dino Baby
147

IF THEY CAN GET IN

EVERYONE PLAYS A ROLE
SEE IT.  QUESTION IT.  STOP IT.

Control site entry
Badge in/Badge out 
Challenge unknown individuals
Secure doors, gates, and 
 restricted areas
Report suspicious activity
Follow all access control   
procedures

Unauthorized 
access doesn’t 
 start with force. 
 It starts with   
one missed step.



Doghouse
148



Don’t be Bill, Be Jerry
149



Duck Hunt
150



Entrusted Eye
151

PROTECT THE INFORMATION YOU 
ARE ENTRUSTED WITH 

TOP SECRET 

YOU NEVER KNOW WHO IS LOOKING!

YOU NEVER KNOW WHO IS WATCHING!



Fast Data
152



Foreign Travel Reporting
153



FSO Hourly Rates
154



Georgia Peach Tree
155



Grandmas Peach Cobbler
156

 



Hidden Hazards
157

Threats don’t announce themselves. 
COMPLACENCY GIVES THEM ACCESS.

ONE OF THEM IS A BULL
This image looks calm. It is not.



Insider Threat
158

Texas Gulf Coast CH14

Insider Threat 

New Design

Diane Partridge



Insider Threat
159



Insider Threats
160



Left In the Dark
161

DON’T BE 
IN THE DARK
ABOUT SECURITY



Looks Cute Bites Faster
162

Looks Cute   
Bites Faster

Report
Suspicious
Activity



Mentorship
163



Never Cross the Streams
164



Never Let Hackers Score
165

 



Northern Lights in Ohio
166

NORTHERN LIGHTS

REINFORCE THE IDEA THAT THREATS CAN EMERGE

Badge In/Badge Out

Report Suspicious 
 Activity Immediately

Challenge Unknown  
Individuals

Follow All Access   
Control Procedures

Protect our People 
 Protect our Facility



Not all Fishing is Innocent
167

Not all fishing is 
innocent…don’t catch 

the bait! 

MMee  aanndd  mmyy  DDaadd  FFiisshhiinngg 

Email



Off the Rails
168

on't et our ecuritv 
o t e ai s



Operation SEAD 3
169



OPSEC Seals
170



Peach Passwords
171

 



Phishing Trap
172



PII Security
173



Play It Safe
174



Power of Layers
175



Protect What’s Inside
176

TOP SECRET

SECRET

OPSEC

ACCESS

CUI

PROTECT

INSIDER THREAT



Retrain
177



Russian Roulette QR
178



SEAD 3 Trail
179



Secure the Dots!
180

BEFORE THEY CONNECT 
THE DOTS 

LET’S SECURE THE DOTS 

SUPPLY CHAIN SECURITY... 
PERIOD .   



Securing Classified
181



Security Smarts
182



See Something Say Something
183



Small Puppy Secrets
184

LET ME TELL YOU A 
SECRET! 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Verify Need to Know and Clearance 
Levels before disclosing any classified 

information. 
 

Never trust anyone with sensitive or 
classified information, no matter how 

cute they are! 



Stars and Stripes
185

PROTECT THE INFORMATION 
THAT PROTECTS OUR NATION. 

THINK BEFORE YOU SHARE. 



Suspicious Contact
186

Reportable 
Suspicious Contact 

Foreign Intelligence Entities (FIE) 
commonly use a method and 

technique called elicitation to 
collect intelligence through what 

appears as normal, even mundane, 
social, or professional contact. 

 
An FIE method of operation 

attempts to confirm or expand their 
knowledge of a sensitive program or 
gain clearer insight into a person’s 

placement and access (P&A) prior to 
possible recruitment. 

 
 
 
 
 
 

Code of Federal 
Regulation (CFR) 32 

Part 117 

National Industrial 
Security Program 
Operating Manual 

(NISPOM) 

 
Requires the reporting of 

suspicious contact, 
behaviors, and activities. 

 
Get to know your FSO! 

Don’t Be Fooled! 

 



Suspicious Kittens
187



Sweep It Up_SEAD3
188

Don'
t sweep 

it under the rugDon't s
weep it under the rugReport to you FSO
in a timely manner

Report to you FSO
in a timely manner

Let’s clean it up right the first time aroundLet’s clean it up right the first time around



Team Effort
189



Think before you click
190



Transguide
191



What you notice
192



Masters Best Practice
193



Peachy Keen
194



Pits
195



Prevent Spillage
196

Prevent Spillage
Safeguard Information & Activities



Warfighers
197


