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Cyber Attacks Don’t Knock, They Sneak
212 - New Design
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One of the main security threats of using data with AI is the possibility of 
adversarial attacks, which aim to manipulate or fool AI models by altering 

input data. 

SECURITY THREATS ASSOCIATED WITH AI 
 
 

 

 

 

  

 

Security threats 
stemming from AI 
include: 

   Adversarial Attacks 

   Data Poisoning 

   Model Theft 

   Bias in AI 

   Privacy Concerns 

  Supply Chain Attacks 

  Lack of Explainability                                                               
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AI-Powered Phishing 
Attacks 

Advanced Malware 
Creation 

Automated Cyberattacks Robust Data Cleaning and Validation 

Model Monitoring and Auditing 

Data Privacy Measures 

Adversarial Training 

Ethical AI Development 

 
   How to stay protected from AI as it increases in popularity: 

• Use strong, unique passwords (and a password manager) ie; Keeper  
• Turn on ‘Multifactor Authentication’ for all accounts 
• Keep software updated and WATCH FOR PHISHING! 

 

 

Security threats stemming from AI include: 
   Adversarial Attacks 

   Data Poisoning 

   Model Theft 

   Bias in AI 

   Privacy Concerns 

  Supply Chain Attacks 

  Lack of Explainability                            

How AI can be Used for Malicious Purposes: 

AI-Powered Phishing Attacks 

Advanced Malware Creation 

Automated Cyberattacks 

 

Security Threats Associated with AI
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Securing tomorrow, today! 

VOLUME 3

Guardians3
214 - Contemporaneous



Tis’ the Training Season
215 - New Design



Public Content

USS National Security

Threats May Not Be Obvioius
216 - Contemporaneous



Cell Phone Secrets
217 - New Design



Security Matters
218 - New Design



If It Looks 
Suspicious - 

Report It 
Say Something!

Meow!  
I mean 
Quack, 
Quack, 
Quack

Not all Kittens Are 
Cute and Cuddly -- Some 

Are Vicious Imposters 
Don’t Let The Cat 
Get Your Tongue

Call DCSA 
Counterintelligence 

Suspicious Kittens
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WARNING
This product contains artificial ingredients and may output information 
that at first glance appears legitimate. May cause inaccurate, outdated 
or biased responses. Results may vary. 

This product does not mix well with other data, your proprietary
Information, or your trade secrets. Competitors, adversaries, and 
bad actors also using this product may acquire your ingredients 
and use them to improve their organization’s financial health.

Increasingly effective cyber attacks may be created by the ingredients. 
Abuse of this product may cause highly realistic content as it targets YOU 
such as increasingly refined phishing attempts and Deep Fakes. 

Artificial Ingredients
220 - New Design



Family, Friends & 
Freedom are  

WORTH PROTECTING! 

Celebrate Security!

Celebrate Security
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Now Showing: Insider Threat
222 - Contemporaneous



Security, the Shield Against Threats Near and Far
223 - Professional



Forgot Alarm
224 - New Design



INSIDER THREAT AWARENESS 

If something doesn’t feel right, report it immediately. 
Contact Your Facility Security Officer: 

See Something, Say Something:
Reporting Insider Threats

Unauthorized
access attempts

Disregard
for

security
protocols

Sudden unexplained
behavior changes

Unusual requests for
sensitive information

Insider Threat Awareness Reporting
225 - Contemporaneous



“Hey, it’s your IT

department. Please send

your password so we can

fix your computer!”

Your IT department will NEVER ask for your password. Ever.

Suspicious Contacts
226 - New Design/Contemoraneous



INSIDER THREATS

Report Suspicious Activity 
To Your Facility Security Officer 

(FSO) 

Come In 
Different 
Disguises!

Insider Threat
227 - Contemporaneous



Declining work performance
Criminal Activity
Unexplained wealth
Financial stress
Frequent overseas travel
Disregard of security policies
Questionable conduct

Warning Signs

INSIDER THREAT AWARENESS 

Random
EmployeeIf something feels off,

trust your instincts and
REPORT it.

Recognize the
Signs These could indicate an

insider threat concern. 

Report concerns to the Facility
Security Officer  

Insider Threat Awareness Signs
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They may not come out and say it,
but all the signs are there.

CLASSIFIED AREA
NO PHONES

OR ELECTRONIC 
DEVICES

INSIDE!!!IT CAME FROM...

Stop the threat 

from within.

Report security violations 

& suspicious activity!

I Came From Inside
229 - Contemporaneous



IDENTIFYING INSIDER THREATS STARTS WITH YOU.
CLEARANCE GRANTS ACCESS  BUT TRUST MUST BE VERIFIED.

Insider Threats
230 - New Design
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 CERTIFIED 

OPEN-STORAGE AREA

 OFFICIAL CLASSIFIED 

MEETING

 SIPRNET

 LIMITED AREA’S (LA)

 VAULT TYPE ROOMS (VTR’S)

 ENTERPRISE SECURE 

NETWORK (ESN)

 SPECIAL ACCESS PROGRAM 

FACILITY (SAPF)

WHEN IN DOUBT, ASK YOUR FSO.

To learn more, consider joining

Know Where to Have Classified Discussions
231 - Contemporaneous



 

Security Roadblock
232 - New Design

 



Don’t let your world turn upside down 

Report all major life events to your 
Security Team!  

Getting Married

Substance Abuse

 Foreign 
Contacts

Changing your  
      name

Relocating 

Upside Down
233 - New Design



Is Your Security  
Awareness Better 
than Your Sixth  

Grader’s?
Always Secure Your Information

(and remember to close the cage 
door when the cat’s nearby!)

Sixth Grade
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TELEWORK SECURITY REMINDERS 

FOR ADDITIONAL INFORMATION ON CUI AND TELEWORK VISIT THE LINK BELOW  
 

https://www.dcsa.mil/Industrial-Security/Controlled-Unclassified-
Information-CUI/ 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

• Critical Infrastructure  
• Defense  
• Export Control  
• Financial & Tax  
• Immigration  
• Intelligence  
• International Agreements  
• Law Enforcement  
• Legal  
• Natural & Cultural Resources  

 

• NATO  
• Nuclear  
• Patent  
• Privacy  
• Procurement & Acquisition  
• Proprietary Business Information  
• Provisional (for DHS use only)  
• Statistical  
• Transportation 

Proper Telework Security Practices  

Improper Telework Security Practices 

Categories of CUI     

Telework
235 - Contemporaneous



Verify Mascot
236 - Professional



Secure-it Tree

Secure It Tree
237 - New Design



Sonalysts 90HF6 NFC SEC
238 - New Design



Dance Like No one is watching
240 - New Design



BE A SMART PUPPY  
READ SEAD-3  

KNOW WHEN AND WHAT 
TO REPORT TO YOUR FSO 

Smart Puppy
241 - Contemporaneous



Strong Passwords
242 - New Design



 

Real Heros
243 - New Design



Not All Wolves Look Like Wolves...Beware Insider Threats
244 - Contemporaneous



Off the Rails
245 - New Design
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AWESOME // MIX // 2

MMAARRKKIINNGG  IISS  

YYOOUURR  MMIISSSSIIOONN

MARKING IS 

YOUR MISSION

AWESOME // MIX // 2

PPrrooppeerrllyy  mmaarrkk

mmeeddiiaa  &&  ssyysstteemm

ccoommppooNNeennttss

Properly mark

media & system

compoNents

Approved for processing information up to

AWESOME//MIX//2

NCMS Property
Protect it from unauthorized disclosure in compliance with 

applicable executive orders, statutes and regulations.

Guardians2
246 - Contemporaneous
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Never Piggy Back
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SEAD
33

Identify Threats & File

Reports. 

Mission: 

SEAD 3
248 - New Design/Contemoraneous



Protect What Matters Most
249 - New Design



They may not come out and say it,
but all the signs are there.

-The Insider Threat

Recognize and report suspicious activity.

IT’S ME,
HI,
I’M THE PROBLEM,
IT’S ME

I’m The Problem
250 - Contemporaneous



Sonalysts 90HF6 OPSEC
251 - New Design



DDoonn’’tt  GGeett  SSnnaappppeedd  UUpp
BByy  CCyybbeerr  PPrreeddaattoorrss!!

FFrroomm  tthhee  sswwaammppss  ttoo  
ccyybbeerrssppaaccee,,  aallwwaayyss  bbee  
wwaattcchhffuull  ffoorr  tthhrreeaattss  bbeellooww  
““tthhee  wwaatteerrlliinnee””!!

Snapped Up Security
253 - New Design



Awareness is your first line of defense.

INSIDER THREAT AWARENESS 

Security Begins with
Awareness: 
Insider Threats at ... 
Insider threats can be as simple as a moment of
inattention. Whether it’s an innocent mistake or a

deliberate action, the consequences can be severe. 

If you see something unusual, don’t hesitate to report it. Contact Your Facility
Security Officer

    Common security oversights: 
 Leaving workstations unlocked
 Not properly securing sensitive documents
 Sharing passwords or access badges
 Ignoring security protocols in a rush

Insider Threat Awareness Examples
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Gamble
255 - Contemporaneous



Protect Today What Matters Tomorrow
256 - Contemporaneous



 

Fluffy Fearless Pup
257 - New Design



Retrain
258 - New Design



Security Is The Anchor
259 - Contemporaneous



GatorAde
260 - Contemporaneous



 

Firewalls
261 - Contemporaneous



Cybersecurity
262 - New Design



ACCESS CONTROL
IS THE KEY

Badges
 Keep badges secure 

at all times

 Report lost badges 
immediately to 
Security

 Remove badges in 
public places

Log Out
 Lock your laptop 

when not in use

 Remove SmartCards 
and Tokens

 Log out of sites and 
applications when 
not in use

Passwords
 Create strong 

passwords

 Keep passwords 
protected

Need to Know
 Keep NTK lists as  

short as possible

 Don’t discuss  
Classified or CUI in 
public places

ACCESS CONTROL
IS THE KEY

Access Control
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Hacker
264 - New Design



Following Message

watchwhatyoupost

123
Posts

456
Followers

789
Following

Contractor Employee
How can adversaries 
target you from what you
post on social media?

TRAVEL PLANS

PASSWORDS

HOME ADDRESS

BADGES

WORKSITES
CLASSIFIED

INFORMATION

FINANCIAL

TROUBLES

DISGRUNTLEMENT

RELATIONSHIP

TROUBLES

#WatchWhatYouPost
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PII
266 - New Design



Insider Threats
267 - New Design



Sonalysts 90HF6 Info Security
268 - New Design



Don’t Forget Your Badge!
Report to Security if Lost or Stolen

GARY GATOR

Don’t Forget Your Badge Gary Gator
269 - Contemporaneous



See Something Say Something
270 - New Design



Sonalysts 90HF6 PersonHacker
271 - New Design



Together
272 - New Design



Don’t Clown Around about Security
273 - New Design



Across Galaxies
274 - Contemporaneous



The 5 OPSEC Step Process:

OPSEC
275 - New Design



Houston...Problem
276 - New Design



 

Suns Out Top Down
277 - New Design



Don’t Take the Bait, Spot Phishing Before it Hooks YOu
278 - Contemporaneous



Security, Always There and Willing to Help.

Security, Always willing to help!
279 - New Design



Security Starts with Us
280 - New Design



 

Baby Guardian
281 - Contemporaneous



DON'T COMPROMISE  YOURSELF, 
YOUR CO-WORKERS OR 

YOUR COUNTRY

Team Effort
282 - Contemporaneous



IDENTIFY & KEEP 
CRITICAL PROGRAM
EGGS IN THE BASKET 

Happy Easter!

Happy Easter
283 - New Design



Protect the Mission
284 - New Design



We Salute You
285 - New Design



Harness yourself
286 - New Design



Exterminate
287 - Contemporaneous



Security is as Strong or Weak 

As the Effort you put into it!!!

Put in the Effort
288 - New Design



Did you know?
Even if marijuana is “legal” where 
you live or where you have traveled 
or visited to, cleared employees 
must follow federal law, meaning 

that the possession, purchase or use 
of marijuana is a criminal offense.

~Remember~
Reporting is Mandatory.

All marijuana-related incidents must be reported,
including: Personal use (even off-duty), Arrests or citations, 

Positive drug tests, and Association with drug activity

Any involvement with marijuana businesses 
(including investments) 

can impact clearance eligibility.

CBD products with more than 0.3% THC are
considered marijuana under federal guidelines.

Marijuana - Did you know
289 - New Design



Did you report it to your FSO? 

 
 

 

 

 

 

 

 

 

 

Getting 

Getting 

           32 CFR Part 117 

Security Executive Agent 
Directive (SEAD) 3 

“Reporting Requirements for  
      Personnel with Access to 
        Classified Information or  
                  Who Hold a Sensitive 
                       Position”  
EElliicciittaattiioonn,,  

EExxppllooiittaattiioonn,,  

((RReeppoorrttaabbllee  BByy  OOtthheerr  

Foreign Affiliation; application for
or receipt of foreign citizenship

& Foreign Affiliation; voting
in a foreign election.

Financial 

Reporting - No NCMS logo
290 - New Design



WOULD YOU RECOGNIZE AN ELICITATION ATTEMPT?

REPORT ELICITATION ATTEMPTS TO SECURITY!

ELICITATION

A technique frequently used by intelligence officers to subtly extract information about you, your work, and your colleagues

COMMONLY USED ELICITATION TECHNIQUES

Appealing to one's ego / Expression of mutual interest / Deliberate False Statements / Volunteering Information / Assumes knowledge

HOW TO PROTECT YOURSELF FROM ELICITATION ATTEMPTS

OPSEC
291 - Contemporaneous



 

GUARDIANS WORK TOGETHER 
AND SO DO 

Change Your Password
292 - Contemporaneous



Awareness is your first line of defense.

INSIDER THREAT AWARENESS 

Security Begins with
Awareness: 
Insider Threats at ... 
Insider threats can be as simple as a moment of
inattention. Whether it’s an innocent mistake or a

deliberate action, the consequences can be severe. 

If you see something unusual, don’t hesitate to report it. Contact Your Facility
Security Officer

    Common security oversights: 
 Leaving workstations unlocked
 Not properly securing sensitive documents
 Sharing passwords or access badges
 Ignoring security protocols in a rush

Insider Threat Awareness Types
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Alpaca My Bags
295 - Contemporaneous



ChatGPT
296 - New Design



Security Smarties
297 - New Design



Security Luck
298 - New Design



Adversaries are Listening
300 - New Design



Always remember 
OPSEC...  

Loose Lips Sink Ships 

What are you 
protecting? 

OPSEC - Loose Lips Sink Ships
301 - Contemporaneous



Don’t Leave Tracks
302 - New Design



 

Reporting the Threat 

Account masquerading 

Email traffic to foreign destinations 

Foreign influence 

Misuse of computer systems 

Network spillage 

Password cracking 

Suspicious email 

Unauthorized network access 

 
 
 

             Report Pervasive Threats! 
www.dodig.mil/hotline 

(800) 424-9098 

 

 

        Eagle Eye 

       An ability to discern small details:  
       a keen skill of observation. 

Heightened  
Security Alert! 

Keen Eye . . . Reporting the Threat
303 - New Design



Stop, Drop. Roll
304 - New Design



some threats
might be obvious...

...but they still need to be reported.

REPORT ALL SUSPICIOUS
ACTIVITY TO YOUR FSO

Tortoise and the Hare
305 - Contemporaneous



SUPPLY CHAIN
SECURITY

All Components Play an
Equal Part in Mission Success
and Effectiveness

.

Contact your Security Representative for additional information.

A boat doesn't go forward if each
one is rowing their own way.
    - Swahili proverb

PIRA #   SSS2024111436 

Supply Chain Security
306 - Contemporaneous



Keep Off the Grass
307 - Contemporaneous



Financial Considerations 
must be Reported.

•Filing for Bankruptcy
•Delinquent Debts

•Gambling Problems
•Signs of Unexplained Affluence

Contact Your FSO

Poker Gators and Financial Considerations
308 - New Design



Vigilance Protecting our Nation
309 - New Design



Guardians1
310 - Contemporaneous



SECURING AN OSA? 

Questions, please contact your Program Security Representative!

Swipe & Arm

Spin

Swipe & Test Door

Sign

Spin Again
A good process produces good results. 

Nick Saban

5S IT! 

5S the OSA
311 - New Design



Foreign Travel Reporting
312 - New Design



Wolf In Sheep Clothing
313 - New Design



Confused About When to Self-Report
315 - New Design



Passwords and Socks-Change Often
316 - New Design



  

S T A Y  V I G I L E N T ! 

Identify and Report Suspicious Activity to your FSO 

Security Realm
317 - New Design



Security In Depth
318 - Contemporaneous



Strong as Your Defense
319 - New Design



AI Hammer
320 - Professional



can you
spot the
insider
threat?

it could be
anyone...

report
suspicious

activity to your
FSO 

Who’s IT
321 - Contemporaneous



Reporting Requirements 
a Puzzle?

Contact your Security office for guidance.

Reporting Requirements a Puzzle?
322 - New Design



IGNORING OBVIOUS
INDICATORS OR WARNINGS...

Contact your Counterintelligence Representative for additional
information and to report suspicious contacts and activity.

 

...CAN HAVE SERIOUS
CONSEQUENCES!

Be Aware of Your Surroundings and
Always Report Suspicious Activity!

Warning Indicators
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Cracking Eggs
324 - New Design



Cybersecurity Considerations
325 - New Design



Batter Up
326 - New Design
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Black and White
328 - New Design



Foreign Travel

Foreign Contacts

Loss or Compromise of 

Information

Financial Problems

Arrests

Psychological & Emotional 

Health

Substance Abuse Counseling

Outside Activities

Media Contacts

Pre-Publication Review

ChatGPT
331 - New Design/Contemoraneous



When in doubt, leave it out!
Smart Key Fob?  

Keyless Entry Remote Start 2 WayBluetooth

Smart Key Fobs
332 - Contemporaneous


